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Cell Rebel AB (“Cell Rebel”, “we” or the “Company”) is committed to protecting the privacy of 
individuals accessing the Company’s services through the Company’s websites and/or the 
Cell Rebel App (“Users” or “you”). This Privacy Policy describes Cell Rebel’s privacy policy 
and practices in relation to the use of the Company’s website www.cellrebel.com (the 
“Website”), the Cell Rebel App and the related applications and services offered by Cell 
Rebel, insofar as the provision of the Cell Rebel service is concerned and the data collected 
in connection therewith (the “Services”). This Privacy Policy also describe how we collect and 
process data collected from App Partners (defined below). 

  

1. How we collect data  
This Privacy Policy covers the data use and information practices of Cell Rebel the Website 
and the Cell Rebel App (collectively referred to as the “Company’s websites and 
applications”). This Privacy Policy also describes how Cell Rebel handles data that we receive 
from our partners, such as app developers and publishers using our SDK, data aggregation 
services, and providers of location-supporting technologies (the “App Partners”). 

We closely monitor the best practices regarding data collection and protection in our industry. 
This means e.g. that we honor all opt-outs and are continously working to improve our privacy 
practices to ensure a high level of privacy for your data. 

  

2. Information We Collect 
In the Cell Rebel App. We are primarily interested in the cellular networks that you use and 
want to acquire knowledge about these cellular networks by analysing certain metrics about 
your network use when you use the Services. We measure network quality metrics such as 
throughput, latency, web page load time and video streaming related metrics such as video 
start time, re-buffering events etc in the Cell Rebel App. In order to do this, we set up 
background tests on the Users that use the Cell Rebel App, whereby your device accesses 
widely used commercial web sites such as google.com, apple.com as well as video streams 
on www.youtube.com. These web site tests are set up using a temporary “web view” from 
which the web sites are accessed. This web view has no access to any cookies, information 
or any other web browsing history on the device. No information related to the web sites is 
stored after the tests have been performed, and all cookies, history and/or other information 
are deleted. The web sites that are used for the aforementioned background tests may vary 
from time to time. Please contact us if you want to know which web sites are accessed for 



this purpose. Please note that these 3rd party web sites are governed by their own user terms 
and conditions and privacy policies, and Cell Rebel does not undertake any responsibility for 
the information collected from you from such 3rd party web sites, if any.  

In addition to these network quality related metrics we also track additional meta data such 
as device manufacturer, device model, device operating system, network operator, client IP 
address, GPS coordinates, Cell ID/LAC ID, information about your WiFi access points such 
as the MAC address (BSSID), signal strength related parameters, access network technology 
and Google Advertising ID (if you are using an Android device) or your Advertising Identifier 
(IDFA, if you are using an iOS device) in the Cell Rebel App. The Cell ID identifies the radio 
base station cell where the User is connected and could position the device using the Cell 
Rebel App in and around an area of a few hundred square meters. The IP address of the 
device is captured in order to identify which Internet Service Provider that is used only. We 
only use the location data from your device if you have provided your explicit consent on your 
device. The Google Advertising ID and the Advertising Identifier (IDFA) are anonymous 
identifiers provided by Google Play services or Apple. You can reset your mobile Advertising 
ID or opt-out from letting apps collect your Google Advertising ID or IDFA through the settings 
menu on your device. The purpose of collecting the Google Adverstising ID and the IDFA is 
for enabling possibilities to perform advertising activities and for analytics use cases.  

Cell Rebel uses the Google Analytics tool Firebase in order to carry out analysis on 
information on the use of our apps. Device information and other information which we gather 
are provided to Google in order to enable them to carry out data analysis. Any information 
which is provided to Google will become subject to Google's privacy policy which is located 
here: https://policies.google.com/privacy. For further information on how Google's Firebase 
analytics tool uses data, please see the site "How Google uses data when you use our 
partners' sites or apps", (located at https://policies.google.com/technologies/partner-sites). 

We also use it in order to conduct research and analysis of your behavior about your use of, 
or interest in, our products, services, or content to improve our services and content (for 
instance, we may decide to change the look and feel or even substantially modify a given 
feature based on users' behavior). This software may record information such as how often 
you use the services, what happens within the services, aggregated usage, performance 
data, app errors and debugging information, and where the apps were downloaded from." 

On the Website. On the Website and in the Cell Rebel App, the User has a possibility to write 
reviews about the mobile operators and the User may optionally select to provide his/her 
name on these reviews, or do so anonymously or under a pseudonym. If so, the name or 
pseudonym will be published openly on the Website and in the Cell Rebel App. The purpose 
of this review functionality is to give other users transparent information about the user 
perception of the mobile operators used as relevant. In addition to the information that is 
published, Cell Rebel also stores additional meta information about each review. This meta 
information includes User Agent (the device model and operating system of the user’s 
device), country from where the User published the review (based on geolocation of the IP 
address) and IP subnet. In case the review is published through the Cell Rebel App, the GPS 
coordinates of the User is also captured in order to determine in which geographical area the 



User was located when posting the review. Cell Rebel may share this additional information 
with 3rd parties such as mobile operators. In case of such sharing, the name attached to the 
review is anonymized or deleted. 

On the Website, we use the visitor’s IP address in order to identify which country the Website 
was accessed from. 

From our App Partners. We collect data that provides Cell Rebel with relevant information 
on network quality and how the networks are used. This includes data such as network 
metrics, device manufacturer, device model, device operating system, network operator, 
client IP address, GPS coordinates, Cell ID/LAC ID, information about your WiFi access 
points such as the MAC address (BSSID), signal strength, access network technology and 
Google Advertising ID (if you are using an Android device) or your Advertising Identifier (IDFA, 
if you are using an iOS device) from our App Partners. 

When we collect data from our App Partners, we require that your data has been collected in 
accordance with applicable privacy laws, policies and regulations and that our App Partner 
will inform us if you opt out or withdraw your consent so that we can cease processing your 
data when you opt out.  

3. How We Use the Information We Collect 
To provide you and our customers with information on network quality. Cell Rebel only 
collects this data if we have your consent or if the data is collected through one of our App 
Partners, if they have your consent to share the data with Cell Rebel. Where the consent was 
not collected directly by Cell Rebel, the data is processed for our legitimate interest in 
providing you and our customers with information on network quality. If you opt out or 
withdraw your consent, we will immediately anonymize or delete your personal data. 

We use the data we collect for the overall purpose of analyzing, presenting and visualizing 
cellular network quality for our App Partners, customers (telecom customers) and users in 
the following manner:  

- The data is used to present network quality scores in the Cell Rebel App and on the 
Website.  

- Data is shared in an anonynymous and aggregated format through Cell Rebel’s 
analytics solution that Cell Rebel offers to App Partners and companies active in the 
telecommunications industry to provide them with information on the network quality 
and to better understand what needs to be done to improve it. App Partners use the 
data to improve the user experience of their apps and telecom companies use it to 
improve the networks.  

In summary, this data collection helps you as a user to improve your apps and your network 
connectivity as well as to get information about network quality. 



To serve you with ads or marketing. If we have collected the Advertising ID or Advertising 
Identifier (“Advertising ID”), we may use the data we collect to serve such Users with ads from 
Cell Rebel or our customers. If you do not wish to receive marketing from us or our customers, 
you can reset your Advertising ID in accordance with section 2 above. Cell Rebel only collects 
this data if we have your consent or, if the data is collected through one of our App Partners, 
if they have your consent to share the data Cell Rebel for this purpose. If you opt out or 
withdraw your consent, we will anonymize or delete your personal data. 

For reviews. If you leave a review on the Website or in the Cell Rebel App, we will process 
your data for the purpose of providing reviews on Cell Rebel’s websites and applications. We 
use this data for our legitimate interest in providing our Users and customers with information 
on what our Users think about their network quality. 

To analyze how our Website and the Cell Rebel App are used. We use the data we collect 
through our use of cookies for this purpose (see more about cookies in section 10 below). 
Cell Rebel only collects data for this purpose if we have your consent. 

  
  
 
 

4. How we disclose data 

Data that we collect from our Website, in the Cell Rebel App or from our App Partners can  
shared with Cell Rebel’s partners. We may also share the data in an anonymous and 
aggregated format with: 

• Our customers which are App parners and companies in the telecommunications 
industry (e.g mobile operators) as part of Cell Rebel’s analytics services and products.  

• IT-providers for internal business purposes such as storage. 
• Public authorities, if required by law or necessary to cooperate with such authority, 
• Other companies in our company group (e.g. subsidiaries and affiliates). 
• Potential buyer and/or financial/legal advisors in connection with a merger or 

acquisition. 

5. International Transfer of Information Collected 

We primarily store information in the EU/EEA. However, we have service providers and/or 
affiliates established outside of the EU/EEA. When your data is transferred, or accessed from, 
outside the EU/EEA, we make sure that your data is protected through one of the following: 

• the recipient is established in a country that the European Commission  has decided 
provides adequate protection for your personal data (Countries with adequacy 
decisions), or 

• we have entered into an agreement based on the standard contractual clauses with 
the the recipient. 



 

6. Your Rights 
As the data controller, we are responsible for ensuring that your personal data is processed 
in accordance with applicable legislation. 

We will, at your request or on its own initiative, rectify, erase or complete any information 
found to be inaccurate, incomplete or misleading. 

You have the right to request access to and rectification or erasure of your personal data 
(e.g., if such erasure is required by applicable law), request restriction of the processing of 
your personal data and object to the processing, as permitted by applicable personal data 
legislation (e.g. if you contest the accuracy of the personal data or if the processing is unlawful 
but you oppose the erasure of the personal data and request restriction of its use instead). 
We will notify each recipient to whom the personal data has been disclosed in accordance 
with section 5 above regarding any rectifications or erasures of personal data as well as of 
restriction of processing of data according to this section 6. 

Under certain conditions, you have the right to data portability, i.e., a right to receive your 
personal data in a structured, commonly used and machine readable format and the right to 
transmit those data to another controller. 

If you do not want Cell Rebel to process your personal data for direct marketing purposes, 
you have the right to object to such processing at any time. When the Company has received 
your objection, the Company will cease the processing of your personal data for such 
marketing purposes. 

You have a right to obtain information regarding which personal data is processed, the 
purposes of the processing and to which cateogries of recipients the data has been or shall 
be transferred. You also have the right to obtain information about the envisaged period for 
which the personal data will be stored or the criteria used to determine this period. You also 
have a right to obtain a copy of any personal data processed. 

We look forward to hearing from you if you have any complaints regarding our processing of 
your personal data, in order to correct our processing if necessary. You also have the right to 
file complaints regarding our processing of your personal data with the Swedish Data 
Protection Authority. 

If you would like to exercise any other right under applicable data protection legislation, please 
notify us at privacy@cellrebel.com so that we may consider and respond to your request in 
accordance with applicable law.  

 

 
 
 
 
 



 
 
 

7. For How Long Will We Store Your Information? 
We will retain your personal data only for the period necessary to fulfil the purposes outlined 
in this Privacy Policy. Data processed for the purposes of “providing you and our customers 
with information on network quality” or to “serve you with ads or marketing” will only be 
processed as long not received an opt out from you or one of our App Partners. Even if you 
do not opt out or withdraw your consent, we anonymize or delete personal data after five 
years. 

When your personal data is no longer relevant for the purposes for which it has been 
collected, we will erase or anonymize it. 

  

8. Changes to this Privacy Policy 
Cell Rebel may update this Privacy Policy from time to time. The “Latest updated Date” on 
this page indicates when this Privacy Policy was last revised. Any changes to this Privacy 
Policy will become effective when we post the revised Privacy Policy on the Company’s 
websites and applications. Substantial changes in our Privacy Policy will be notified 30 days 
before they become effective. 

The Company’s websites and applications may contain links to other websites. The 
information practices or the contents of such other websites are governed by the user terms 
and conditions and privacy policies of such other web sites, and Cell Rebel does not 
undertake any responsibility for User’s access and use of such other web sites. Cell Rebel 
encourages you to review the user terms and conditions and privacy policies of such other 
websites to understand their information and privacy practices. 

  

9. Contacting Us 
Your privacy matters. If you have any questions, concerns, or complaints regarding the way 
we collect and handle your personal data, please contact us by email at 
privacy@cellrebel.com or by mail: 
 
Cell Rebel AB 
Attn: Privacy Officer 
Redaregatan 48 
252 36 Helsingborg  
Sweden 
 
Cell Rebel will take any privacy complaint seriously and any complaint will be assessed by 
an appropriate person with the aim of resolving any issue in a timely and efficient manner. 
 
 



10. Cookies 
The Website uses cookies to give you access to various functions and features which simplify 
your use of the Website and to improve your user experience. Cookies are small text files 
which are saved in your computer or mobile device when you visit a website. On re-visits 
these can be fetched from the web browser for various types of applications.  
 
Below is a table of the cookies we use, for what purpose and for how long they are stored. 
 
DOMAIN	 COOKIENAME	 PURPOSE	 EXPIRY	
CELLREBEL.COM	 _gat_gtag_UA_

1277474... 
Used	 by	 Google	 Analytics	 to	 throttle	
request	rate	

1	day	

CELLREBEL.COM	 _gid Registers	 a	 unique	 ID	 that	 is	 used	 to	
generate	 statistical	 data	 on	 how	 the	
visitor	uses	the	website.	

1	day	

CELLREBEL.COM	 _ga Registers	 a	 unique	 ID	 that	 is	 used	 to	
generate	 statistical	 data	 on	 how	 the	
visitor	uses	the	website.	

2	years	

CELLREBEL.COM	 laravel_sessio
n	

Used	to	identify	a	session	instance	for	a	
user,	

1	day	

DOUBLECLICK.NET	 IDE	 Used	by	Google	DoubleClick	to	register	
and	 report	 the	 website	 user's	 actions	
after	 viewing	 or	 clicking	 one	 of	 the	
advertiser's	 ads	 with	 the	 purpose	 of	
measuring	 the	efficacy	of	 an	ad	and	 to	
present	targeted	ads	to	the	user.	

1	year	

YOUTUBE.COM	 GPS	 Registers	a	unique	ID	on	mobile	devices	
to	 enable	 tracking	 based	 on	
geographical	GPS	location.	

1	day	

YOUTUBE.COM	 YSC	 Registers	a	unique	ID	to	keep	statistics	
of	what	videos	 from	YouTube	 the	user	
has	seen.	

session	

YOUTUBE.COM	 VISITOR_INFO
1_LIVE	

Tries	 to	estimate	 the	users'	bandwidth	
on	 pages	 with	 integrated	 YouTube	
videos.	

6	months	

 
If you do not want cookies to be saved in your web browser it is possible to partially or 
completely block cookies. It is also possible to remove cookies after they have already been 
saved to your web browser. Both actions are accessible through the settings in your web 
browser and exactly how you do it depends on which web browser you use. You can use the 
browser’s help function or read more on http://www.aboutcookies.org/ for more detailed 
information on how this is done in the web browser you are using. 
 



As a visitor to a website you should be aware that some parts of the website may not function 
if you choose not to save, or to remove, cookies. 
 
Read more on http://www.aboutcookies.org/ for more detailed information about what cookies 
are, how they work, what they are used for and what you should do as a visitor if you would 
like to deny or revoke your consent to the use of cookies. 


